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CIPAFIlter

See how different
we really are!

“I am amazed at how well the CIPAFilter

does at even stopping the file transfer of a
virus. For fun, we decided to test this. Once
again | was amazed at the quality of the
product. It stopped every virus that we tried to
access or download on the web. It never

even made it to the computer! For an
overlooked feature, | don’t know that | would
ever feel comfortable without it now.”

- USD 493, KS

“CIPAFilter is, hands-down, the best
solution I've found for download blocking.
CIPAFilter allows me, with my excellent
support team, to lock down my network
and stop any and all downloads from the
Internet to keep my networks secure!”

- Rushford-Petersen ISD 239, MN
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Virus Protection &
Download Blocking

CIPAFilter’s Complete Anti-Virus solution provides protection against viruses from
any source, in a very effective pro-active approach — utilizing one of the top anti-virus
engines worldwide. Our goal is to provide districts with complete virus protection
without excessive cost and lengthy contracts. The primary method of protection

is a pro-active approach -eliminating viruses at the gateway before they enter the
network. Combine this with a software anti-virus client to protect your computers
against external media and you have a cost-effective solution with less worries.

Gateway Anti-Virus

This is the primary defense mechanism against viruses. Most viruses originate from the Internet in
many forms. Using CIPAFilter’s built-in proxy system, any traffic coming from the Internet is automatically
sanitized before entry into your network is granted. This includes web downloads, e-mails, and even

FTP transfers.

E-mail Anti-Virus

By using CIPAFilter as a mail relay (or Anti-Spam), CIPAFilter will process the SMTP traffic and provide
enhanced e-mail anti-virus, including stopping phishing e-mails and more — all automatically before the

e-mail reaches your mail server.

Desktop/Laptop Anti-Virus Software

A software client compatible with most Windows computers, and even a freely available MAC 0S10+
client is available and bundled with the CIPAFilter’s anti-virus solution. This client can be deployed to all
workstations in most all Windows and Novell environments and provides added protection against external
media. The client software updates regularly using the CIPAFilter unit for signature file and engine updates.

Gateway Virus Protection Engine

The reason CIPAFilter is so effective at catching

viruses, is due to a proprietary proxy-based engine that
allows CIPAFilter to process and scan all web-traffic,
and sanitize any pages and downloads automatically
before they reach the network. Signature files

updates are checked for every hour, and engine updates
are deployed when available, via CIPAFilter’s main
database servers.

CIPAFilter functions as a transparent proxy, or manual
proxy. In either mode, as long as the CIPAFilter is acting
as a proxy for your web traffic, the virus protection

is automatically enabled. The anti-virus log on the
CIPAFilter will show all viruses detected and removed.

The reason CIPAFilter has provided gateway virus
protection for nearly 10 years, is due to the fact that
most viruses originate from the Internet in some manner.
By being proactive and catching the viruses before

they have a chance to reach the computer, allows

the administrator to not have to rely on the individual
workstations as much, having comfort in knowing that
CIPAFilter will stand guard against not only viruses,

but intruders and other unwanted traffic.

POP3 e-mails are also scanned, including FTP
transfers. SMTP virus scanning is the preferred method
of scanning e-mails, however, this requires the
CIPAFilter to process e-mails, usually by utilizing

the Anti-Spam feature.



Virus Protection &
Download Blocking

“This all in one box has blocked thousands
of viruses, as well as filtered out internet to
the point where | feel that our students won't
stumble upon something accidentally.”

- East Prairie Schools, IL

(/{‘.‘) CIPAFilter

700 16th Ave
East Moline, IL 61244

1-800-243-3729 ext. 400
sales@cipafilter.com
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Software Client — CIPAAv

The software client is a much more simplified anti-virus
engine freely available as part of the complete virus
protection solution — designed to keep viruses from
executing and protecting the local computers. The client
can be deployed using several common methods. This
client is based on the popular “clamav” open-source
engine, and has the ability to identify viruses prior to the
malware being defined in a signature-file, making it less
vulnerable to new viruses.

Download/Spy-Ware Blocking

The download blocking, a separate feature of CIPAFilter,
provides added protection against unwanted downloads,
software, and potential spy-ware applications. It also
helps stop those files and binaries that do not detect as

viruses but could still be potentially harmful or unwanted.

CIPAFilter is able to detect binary and executable code,
file extensions and compressed files and blocks these
all automatically, without any user input. The file is
downloaded as a 0-byte file, meaning there will be an
icon on the user’s desktop showing the download, but in
reality there is nothing there.

This feature is easily enabled, and managed by the
white-list, user group using server authentication with
the CIPAFilter, and also by IP address for bypassing by
user/IP/web-site.

A typical implementation would be to allow
executable downloads only from select web-sites
for your students, while allowing staff members and
teachers more freedom.
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