CIPAFilter Anti-Spam

User’s Guide

This document is designed to make e-mail users behind the CIPAFilter Anti-Spam system more aware and comfortable with the various possible issues and aspects of the system, in as simple and brief explanation as possible. For a more detailed overview, please visit www.cipafilter.com or download our Anti-Spam Whitepaper.

Essentially, CIPAFilter’s junk mail filtering attacks two major types of spammers. The goal is to do this without causing you as an end-user to have to worry about having legitimate e-mails blocked or excessively delayed, and of course ensuring as little spam to your Inbox as possible.
When you use the CIPAFilter’s anti-spam system, there are a few things to be aware of:

Briefly delayed mail – Most legitimate mail servers are configured correctly and e-mail from these domains will be delivered almost immediately without delay. However, for some mail systems the CIPAFilter is unable to verify with 100% accuracy if the mail is for sure not coming from a spammer. If this happens, e-mail will be delayed for approximately 30 minutes only the first time someone e-mails you.
After the e-mail has been delivered, e-mail will no longer be delayed. Most users will not notice this, since they usually do not know exactly when someone e-mails them the first time. E-mails can at times be delayed for various other reasons as well that are not due to a side-effect of the spam filtering. If you have not received an e-mail from someone for several hours, chances are something else is wrong, and you will need to notify your network administrator.

E-mails not received – It is very uncommon for any users not to receive an e-mail, especially since the CIPAFilter’s design philosophy and technology is dedicated to 0% over blocking. However, CIPAFilter’s final stage will attempt to recognize e-mails as possible spam just before delivering e-mail to the user. Only 10% of the spam or less will reach this stage. If for some reason an e-mail is inappropriately identified, your network administrator has the option to forward these e-mails to your Spam folder, or a global Spam folder, and it can be found. This is extremely uncommon, but it is important to understand that no system is absolutely perfect and that if something is tagged as spam in error, it can be found. There are also other e-mail related issues that can cause e-mails not to be delivered. 

I am still receiving Spam – If you are receiving lots of Spam (10 or more daily) chances are you are probably one of the only users on the mail server having this issue. The good news is that there is a solution for you – Unsubscribe. For e-mails to have successfully passed through to your Inbox that appear to be Spam, unless there is something wrong with the system that requires an update (and this does happen occasionally and is usually solved quickly), chances are that you are on some lists that legitimate spammers subscribe to. 
There is usually a “remove me” or “unsubscribe” link somewhere at the bottom of these e-mails, allowing you to quickly request to be removed from these spammer’s lists. Most of us are taught with previous products that this is dangerous and will cause more spam. With most other solutions this is true. However, for this e-mail to have passed through it is coming from legitimate mail servers on the Internet. Essentially, these spammers can be found and to avoid lawsuits that other spammers are not vulnerable to, they honor these requests typically within 7 days or less.
So, if you are that unlucky user that gets more spam and nobody else is suffering, you can simply unsubscribe to each spam message and wait a week. After this, there should be no other management to worry about and your Inbox should be as clean as all the other users. There are at times periods where any Anti-Spam product will see a brief wave of new junk mail, but usually it is cleared up within a few weeks.

If you have more questions specific to CIPAFilter Anti-Spam, feel free to e-mail support@cipafilter.com or call us at 800.243.3729 ext. 3000.
